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1 Introduction
Proposes UP based mechanism to provide on boarding information to the UE which is assisted by PLMN.  
2 Discussion
In solution#34, For following use-case:
Take the concert, which deploys the SNPN, as the example,
Step 0: Some guys may buy the ticket for the concert and provide the GPSI to host of the concert. The provisioning server sends the on-boarding information, which used to connect to SNPN, to the PLMN.
Step 1-2: The PLMN sends the on-boarding information to corresponding UE based on GPSI. Specifically, it may send the on-boarding information to UE immediately or send it to UE triggered by some events as shown in step 1 (e.g. when the concert start, PLMN sends the on-boarding information to UE).
Step 3: UE can connect to SNPN via the received on-boarding information. 

That is: 
1. UE is registered with the PLMN. 
2. Now if a new SPNP subscription information needs to be updated in the UE, the CP based approach is proposed in solution#34. But the PS may support UP based mechanism. 
3. i.e. the PS deployment may require UP based mechanism too. For which only link missing is that UE should establish the PDU session for the onboarding purpose, which connects it to the PS and downloads the new SNPN subscription. This is proposed in this tdoc. 
Though in this proposal PLMN assists, but this can be extended for a case where UE is registered with SNPN-1(i.e. SNPN-1 assists) and PS is in trusted domain of both SNPN-1 and SNPN-2. Wherein SNPN-2 onboarding information needs to be provided to the UE.

3 Proposal
Its proposed to agree below changes to the TR 23.700

[bookmark: _Toc43392809][bookmark: _Toc43475608][bookmark: _Toc43475984][bookmark: _Hlk42870331]6.34	Solution #34: PLMN assisted On-boarding Procedures
[bookmark: _Toc43392810][bookmark: _Toc43475609][bookmark: _Toc43475985]6.34.1	Introduction
The solution addresses key issue #4 "UE Onboarding and remote Provisioning".
The current solution applies to SNPN.
Editor's note:	Whether the solution is applicable to PNI-NPN is FFS.
The solution applies when UE have registered to the PLMN. Basic idea of the solution is to send the on-boarding information (e.g. subscription credentials), which used to connect to SNPN, from provisioning server to UE over PLMN. Figure 6.34.1-1 illustrates the concept of PLMN assisted On-boarding Procedures.
Take the concert, which deploys the SNPN, as the example,
Step 0: Some guys may buy the ticket for the concert and provide the GPSI to host of the concert. The provisioning server sends the on-boarding information, which used to connect to SNPN, to the PLMN.
Step 1-2: The PLMN sends the on-boarding information to corresponding UE based on GPSI. Specifically, it may send the on-boarding information to UE immediately or send it to UE triggered by some events as shown in step 1 (e.g. when the concert start, PLMN sends the on-boarding information to UE).
[bookmark: OLE_LINK9]Step 3: UE can connect to SNPN via the received on-boarding information. This step is not shown in the figure.


Figure 6.34.1-1 PLMN assisted On-boarding Procedures
[bookmark: _Toc43392811][bookmark: _Toc43475610][bookmark: _Toc43475986]6.34.2	Functional Description
[bookmark: _Toc43392812][bookmark: _Toc43475611][bookmark: _Toc43475987]6.34.2.1	Architecture


Figure 6.34.2.1-1: Architecture for UE Onboarding via a PLMN
[bookmark: _Toc43392813][bookmark: _Toc43475612][bookmark: _Toc43475988]6.34.3	Procedures
6.34.3.1	CP based PLMN assisted on-boarding procedure.
The figure 6.34.3-1 below shows the call flow for PLMN assisted on-boarding procedure. In case the UE has registered to the PLMN when PS provide the on-boarding information to 5GC, the following procedure can be used to send the On-boarding information to UE.


Figure 6.34.3.1-1: High-level flow of PLMN assisted CP onboarding procedure
[bookmark: OLE_LINK2]0.	The AMF, which UE camp on, may subscribe to UDM about On-boarding information. Afterwards, the provisioning server can be triggered to initial the on-boarding procedures by some events, e.g. the use case shown in the introduction part in clause 6.34.1.
1.	The provisioning server sends the Onboarding request to NEF, which includes the On-boarding information (the GPSI of the target UE, subscription credentials to access SNPN, DNN/NSSAI used to access SNPN), optional Triggering Events. The On-boarding information may be protected by a default UE credential which is also pre-configured in the UE(USIM), the protection for On-boarding information shall meet the requirement of secured packet defined in TS 31.115 [26]. The UE may know which default UE credentials are applied for protection (optionally via SNPN identity or default UE credential identity). The Triggering Events describe the event to provision the subscription credentials to the target UEs, e.g. when and where to provision the subscription credentials to the target UE.
Editor's note:	It is FFS how to differentiate the default UE credentials when a UE is requested to onboard multiple SNPNs that managed by different parties.
2.	The NEF relays the Onboarding request to the UDM which stores the target UE's subscription based on the GPSI.
3.	Conditional step: In case the Triggering Event existed, UDM can temporarily store the Onboarding Information.
4-5.	Conditional step: The AMF subscribes the Triggering Events to the serving AMF for the target UEs via existing Nudm_SDM_Notification message.
6-7.	The UDM sends the onboarding response to the NEF and then the NEF transfers to provisioning server.
8.	As specified in TS 23.502 [6] clause 4.20, AMF is triggered by Subscriber Data Update Notification, which include the On-boarding information, from UDM and perform UE Parameters Update procedures to send the Onboarding Information to the UE (USIM).
	The UE verifies based on mechanisms defined in TS 33.501 [15] that the UDM Update Data is provided by PLMN, and:
-	If the security check on the UDM Update Data is successful, and UPU Data contains any parameters that is protected by default UE credential, the ME shall forward the secured packet to the USIM using procedures in TS 31.111 [27] and UE uses those parameters from that point onwards, in USIM; and
-	If the security check on the UDM Update Data fails, the UE discards the contents of the UDM Update Data.
9.	After the UE receives the Onboarding Information, it deregisters from the PLMN. The UE can perform SNPN selection and primary authentication based on subscription/credentials obtained in Onboarding Information for SNPN scenarios. In case the UE has not registered to the PLMN when PS provide the on-boarding information to 5GC, the Registration procedure, as specified in TS 23.502 [6] clause 4.2.2, can be reused to send the On-boarding information to UE with the following difference:
-	The on-boarding information can be included in UE subscription data and send to UE via step 14b and step 21, if the Triggering Events occur.
6.34.3.2	UP based PLMN assisted on-boarding procedure.



Figure 6.34.3.2-1: High-level flow of PLMN assisted UP onboarding procedure


0-7.	This steps are same as described in sub clause 6.34.3.1 except that instead of providing complete on boarding information to the UE only an indication is provided.
8.	An indication is provided to the UE which indicates to the UE that it has to establish PDU session for on boarding procedure. Depending on the UP based solution gets agreed for KI#4 more parameters may be provided to the UE.
9.	Following the principles of UP based solution gets agreed for KI#4, the UE establishes the PDU session for on boarding purpose, which establishes the user plane connectivity to the PS. PS updates the UE with subscription information of the new SNPN.
10.	The UE may choose to deregister with current PLMN, perform SNPN selection and register with new SNPN.

[bookmark: _Toc43392814][bookmark: _Toc43475613][bookmark: _Toc43475989]6.34.4	Impacts on services, entities and interfaces
Editor's note:	This clause describes procedures and information flows for the solution.
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